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1.0 Change Control 

The AT&T 9-1-1 Public Safety Platform (PSP) User guide’s version control process is managed using 
a Major.Minor numbering format, (e.g., 1.0. 1.1, 2.0, 2.1, etc.). The first number (major) represents a 
document version that includes major enhancements to the user guide compared to its previous 
iteration (e.g., changing from 1.0 to 2.0). The second number (minor) indicates that the guide has 
received updates to existing features since being distributed to internal team members and warrants a 
minor versioning change (e.g., changing from 1.0 to 1.1 to 1.2, etc.) to inform them of the changes.     

Table 1: Change Control 

Date 
User 

Guide 
Version 

Change 
Owner 
Contact 

Change Description 

2020-09-02 1.0 
Mubaashir 

Uqdah 
• Initial release. 

2.0 Introduction 

To provide 9-1-1 services to your customers, you need to provide service order records (SORs) to the 
E 9-1-1 ALI provider. AT&T is pleased to provide a secure Internet-accessible web-based application. 
This exciting system is known as AT&T’s E911 External File Server (E911-EFS). E911-EFS gives 
you the ability to upload service order files through a user-friendly interface. The E911-EFS system 
meets all of AT&T’s stringent security measures while requiring only one login!  

E911-EFS features include: 

• File Upload/Download 

• MSAG Extracts 

• TSP Compare Extract (i.e., only the extract is provided) 

3.0 Getting Started with E911-EFS 

To get started with E911-EFS, you need to register to use the system. Here are the steps: 

Step 1. Contact the AT&T Information Systems Call Center (ISCC) at one of the following 
numbers: 

• 314-235-7225 (option 3) 24x7 

• 877-681-2271 (option 3) 8am – 5pm CST  

Step 2. Inform AT&T of your desire to use the E911-EFS system so that AT&T can register your 
user ID on the AT&T CSP system.  
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You will need to provide AT&T with your primary and secondary contact information. 
Contact information consists of an e-mail address, a mailing address, and a telephone 
number.  Fax numbers are optional but welcome.   

Once your ATTUID is registered for use by the E911-EFS system your current AT&T 
user ID  will be added to the list of users that can access the E911-EFS system. AT&T will 
provide you with a temporary password that you must change when you first access the 
system.  

  

 

Use of the SFTP option requires an active contract with AT&T. 

 

Step 3. Start an approved browser (either Internet Explorer, Chrome, or Firefox). 

Step 4. Enter this URL: https://www.e-access.att.com/e911-efs/user/ 

This URL takes you to AT&T E911 External File Server main page. 

Figure 1: E911 External File Server Main Page 

 

 

4.0 Uploading/Downloading SOR Files 

You can upload new SOR files for processing and download the files to review the results of the 
processing. If the file does not meet the expected NENA 2.1 or NENA 3 formats or contain a cycle 
number that is out-of-sequence, then an error file will be generated with a .bad extension and the 
detected error condition will be included in the file’s contents.  
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Once connected to the E911-EFS system, all data is transmitted between the AT&T systems and your 
browser using a secure internet connection with encrypted messages.  No special action is needed on 
your part to start the secure internet connection.  Data encryption/decryption is part of the standard 
browser service when you use an approved browser. 

4.1 Uploading SOR Files 

When uploading SOR files: 

• The SOR files can be of any size, however files with no more than ten thousand records are 
recommended. 

• Filenames should be less than 16 characters and should vary between transmissions to ensure 
results from prior transmissions do not get overwritten by subsequent file transmission. 

 

Here are the steps to upload a SOR file: 

Step 1. Click the Upload option on the main menu. 

Figure 2: Upload Menu Option 

 

The File Upload screen opens. 

Step 2. Click the Browse button, navigate to the file,  and select it. 
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Figure 3: File Upload Screen 

 

Step 3. Click the Open or OK button. 

You will see the attached file’s name next to the Browse button, ready to be uploaded. 

Figure 4: Attached File Ready to be Uploaded 

 

Step 4. Click the Upload Selected File button to start the file transmission. 

You’ll see a screen indicating the upload was successful or failed. 

Figure 5: File Upload Successful 
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4.2 SFTP SOR File Submission  

An external E911-EFS customers that wish to send files to E911-EFS via sftp from an external 
server that is NOT on the AT&T network, e.g., a server on the public internet at 
myserver.mycompany.com, will use IBM’s Sterling File Gateway (SFG) platform.  The customer’s 
server MUST have a dedicated IP address, an sftp protocol tool,  and a designated user id that will 
transmit/receive files to/from E911-EFS.   

4.2.1 SFTP Onboarding Requirements 

You must provide AT&T the following info: 

• Company Name 

• Business Partner Validation (BPV) Number 

• Fully Qualified Domain Servername 

• Server Operating System 

• Dedicated IP address 

• Destination directory location (i.e. where you want resultant files to be placed) 

• System UserID 

• AT&T assigned Mechanized ID for your Company 

• Customer generated SSH Public Key (key can be generated with the puTTYgen application, 
ssh-keygen.exe, or any other tool at the customers disposal.) 

• SFG SSH public key:  (You will need to supply a user id and add the SFG key to the 
authorized_keys file for that user.) 

4.2.2 Example for Uploading Files to E911-EFS via SFG 

An overview on using SFG to upload files on the E911-EFS Test server is as follows: 

• E911-EFS server = zlp12921.vci.att.com  

• E911-EFS mechid  =  m61576 

• Simulated Customer server = mySystem.com 

• Customer mechid = m35325 

4.2.3 Uploading SOI files: 

Step 1. Login to your server (ex. mySystem.com) 

Step 2. Create/copy a SOI file to upload (ex. soi.filename.txt) 

Step 3. To transmit the SOR file to E911-EFS via SFG complete the following commands on 
mySystem.com: 

sftp m35325@filegateway.it.att.com   OR  sftp m35325@filegateway.att.com 

mailto:m35325@filegateway.it.att.com
mailto:m35325@filegateway.att.com
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cd  m61576 

put  soi.filename.txt 

quit 

 

Ensure you change directory to m61576 or the file will not go the E911-EFS. 

 

• SFG then delivers the file to E911-EFS .  The files are stored in the customer’s directory on 
E911-EFS, e.g., /opt/app/e911/app/e911efs/uploads/auto/m35325/ 

• The upload file and results files are copied to the group directory and available on the E911-
EFS UI Download page. 

• Results files will also be sent to the customer’s server, in the directory specified in the SFG 
request documentation.  

4.3 Downloading SOR files 

After uploading your SOR files, typically within several minutes, they are processed and ready for 
viewing and downloading. Here are the steps to view and download result files. 

Step 1. Click the Download option from the main menu.   

Figure 6: Select the Download Option 

 

The File List screen opens, showing the available files. 
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Figure 7: File List Screen 

 

Step 2. To view a file, click the linked name of the file. 

You may be prompted to select an application with which to view the file. If the file you 
are looking for isn’t visible, click the Refresh List button to refresh the list. 

Step 3. Click the checkbox of one or more files to download in a compressed zip file. 

Figure 8: Click the Download or Delete Button 

 

Step 4. Click the Download Selected button to perform the desired task. 

You will be prompted to select a location on your local drive to store the files.  
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Figure 9: Select a Location to Save the Downloaded Files 

 

Step 5. Select the desired option and click the OK button. 

4.4 Deleting Files 

To delete files, do the following: 

Step 1. Follow Step 1through Step 3 in Section 4.2 above. 

Step 2. Click the Delete Selected button, you will receive a confirmation modal prompting you 
to confirm the deletion. 

Figure 10: Delete Confirmation Modal 
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Step 3. Click the Delete button to confirm.  

A success or error message. 

 

5.0 Running MSAG Extract Reports 

This feature allows you to get a full MSAG extract report by state; you can view it and download the 
file. Here are the steps: 

Step 1. Click on the MSAG Extracts option on the main menu. 

Figure 11: MSAG Extracts Main Menu Option 

 

The MSAG Extracts screen will open. 

Step 2. Select the Extract Type drop-down list and select an option. 

There are two extract types: Full State and Daily Deltas.  
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Figure 12: MSAG Extracts Screen 

 

Step 3. Select a state from the State drop-down list. 

Step 4. Click the Get Extracts button. 

The report will be displayed in the File List screen. 

Step 5. Optionally, click the linked report name to view it. 

The report will display. 

Figure 13: Select an Extract Type 

 

Step 6. Optionally, to download the report, select the checkbox for the report and click the 
Download Selected button. 

The dialog opens prompting you to select a location to save the report. 

Figure 14: Sample Community Extract Report 
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6.0 Running MSAG and TN Queries 

As a convenience to E911-EFS users, menu options to run MSAG and TN queries are provided that 
jump you directly to those query screens. For instructions on running these queries, see the AT&T 9-
1-1 PSP User Guide. 

7.0 TSP Compare 

The TSP Compare feature allows you to generate extract reports for their companies to compare 
against the 9-1-1 database to ensure accuracy. You can obtain reports for one or more states. Reports 
are provided in the NENA 2.1 format. When the report is ready, you will be notified via email that it 
is available for download. Here are the steps to request a compare report: 

Step 1. On the main menu, click the TSP Compare option. 

Figure 15: TSP Compare Main Menu Option 

 

The Select States screen displays. 

Figure 16: Select States Screen 
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Step 2. Select the checkbox of one or more states for which you want to request an extract report. 

Figure 17: Select the Checkboxes for the States to Compare 

 

Step 3. Click the Request Extract button. 

A Success or error message will display. You will receive an email when the reports are 
ready for download. 

8.0 User Details 

The User Details option allows users to update contact information.  

Figure 18: Edit User Detail Screen 

 

9.0 Help 

Access the Help menu option to find the E911-EFS User Guide.  
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10.0 Contact Us 

The Contact Us menu option will open your email program and populate the To field with the 
administration support email address. You can send your message to the support team. 


