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Introduction
To provide 911 services to your customers, you have a need to provide service order records to the E 9-1-1 ALI provider.  Up until now, AT&T only supported dialup access known as RAS (Remote Access Service) for sending AT&T service order information retrieving MSAG records or compare files.  RAS also required the use of a changeable password using a secure token displayed on a SecurID® card.  The password displayed on the SecurID® card changed ever 60 seconds.
AT&T is now pleased to provide a high speed secure internet access to AT&T’s E911 system.  This exciting system is known as AT&T’s EFS (External File Server) system.  The EFS system meets all of AT&T’s stringent security measures while eliminating the use of the Securid card and the EFS system requires only one logon instead of the two logons required when using the RAS system.  AT&T EFS system has only been tested with Internet Explorer 6.0+ or FireFox 2.0.0.6+ for file transfers.
Two new features have recently been added to EFS:

1. TN Query

2. MSAG Query

Information on these features can be found on pages 15(16

The EFS system uses the identical file formats you use with RAS access, so no new programming is needed on your part to use the EFS system.  Files can be transmitted to, or received from the AT&T 911 system using either EFS or RAS or using both EFS and RAS in combination.  For example, a file can be transmitted to the AT&T 911 system using EFS with the results being retrieved using the RAS system.

Version 2.0 of AT&T’s EFS system is focused on providing high speed access for uploading/downloading Service Order Records (SOR) and downloading MSAG records.  .  
NOTES

· EFS 2.1 now supports TN and MSAG Query.  
· To register as a user of  the AT&T E9-1-1 EFS system, you must first contact one of the AT&T Southwest Public Safety database managers:

System Analysts:

· Wesley Johnson - 713 893-7991
· Don Hildebrand -713 850-4445

Getting Started

Registering Your ATTUID
To get started using the EFS system, please inform AT&T of your desire to use the EFS system so that AT&T can register your userid on the AT&T CSP system. 
You will need to provide AT&T with:

1. both of your user ids, 
2. primary contact and 
3. Secondary contact information.  
Contact information consists of an e-mail address, a mailing address and a telephone number.  Fax numbers are optional, but welcome.  Registering your user id for EFS use will not eliminate your ability to access the AT&T 9-1-1 systems through RAS.
NOTE: When you registered for RAS, you were assigned two user id’s.  
· The first user id is your ATT User id (ATTUID).  
· The second user id you were assigned is the application ID (AID).

The ATTUID is used by AT&T’s security systems.  This id authorizes you access to specific AT&T systems and services.  The second id is used by the application you are trying to access.  Using RAS, you actually had to log on twice, first through AT&T security system using your ATTUID using the SecurID® card, then again on to AT&T’s 9-1-1 systems using you AID and password.  With EFS, a single login, using your ATTUID through AT&T CSP system, will provide you access – no more double logins or use of the SecurID® card!
Once your ATTUID is registered for use by the EFS system your current AT&T userid will be added to the list of users that can use the EFS system and AT&T will provide you a temporary password you must change once you access the system.  
URL to the EFS System 
1. Start an approved browser (either Internet Explorer 6.0+ or Firefox 2.0.0.6+).

2. Enter this URL https://www.e-access.sbc.com/e911efs/e911/e911/User/ 
This URL takes you to AT&T CSP login screen system.
Login to EFS 
1. Enter your ATTUID

2. Enter your password
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If you successfully authenticated (your ATTUID and password match those stored on the AT&T CSP system) you will see the successful CSP login screen.

NOTE: The first time a system accesses the CSP system and you properly authenticate, the CSP system will download a certificate to your system.  This certificate is used to help the CSP system guarantee that you are who we think you are.  If you use more than one system to access the CSP system, the first time that system is used, a certificate will be downloaded to that system as well.
3. Hit the OK key to continue on to the EFS system.
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NOTE: Passwords change every 30 days.  If your Password expires, follow the on-screen instructions to change the password.    
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EFS Welcome Screen

The EFS welcome screen is displayed.  Please note that the EFS welcome screen you see may vary for the one displayed below due to the permissions you have been granted.
The following screens will be displayed for an EFS user that has the ability to:

· provide Service Order updates and receive the resultant files,

· Request MSAG downloads.
· Access the TN or MSAG Query features

SOR File Processing
Service Order Processing consists of two tasks:

1. Uploading new Service Order files to the EFS system and

2. Downloading and/or reviewing the results of service order processing

Uploading SOR files allows you to take a Service Order file from your system and send it to the EFS system.  Per AT&T’s security standard’s, customer SOR files are now considered restricted proprietary information.  AT&T’s security standards require that SOR information be transmitted in an encrypted fashion, when possible.
Once connected to the EFS system, all data is transmitted between the AT&T systems and your browser using secure internet connection with encrypted messages.  No special action is needed on your part to start the secure internet connection.  Data encryption/decryption is part of the standard browser service when you use an approved browser.

Uploading a SOR File

· SOR files of any size can be transmitted to the EFS system.

· Where appropriate, the file name must match the file naming protocols required by the ATT E9-1-1 system.  If you are unfamiliar with the file naming protocol needed in your region, please contact your local AT&T E9-1-1 support group.

NOTE: In the Southwest Region, the upload file name must be in the format of:

Uuuujjjs.dat where:

1. uuuu is your four digit UNIX user id,

2. jjj is the three digit Julian date,

3. s is the one digit sequence number and

4. .dat is the file extension.
To upload a SOR file:

1. Select the Upload Files option from the main menu.

2. Identify the file name to be transmitted.

3. Hit the Upload File button to start the file transmission.
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You’ll see a screen indicating the upload was successful.
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Downloading SOR Resultant files
· SOR files are processed within minutes the completion of the file upload.  In a like fashion, the SOR result files are available within minutes when the service order processing has completed.
· You do not have to logoff and then back on to view the SOR resultant files, just refresh the browser screen.  When the resultant files are available, they will be displayed on the screen (usually about 3-5minutes).
NOTE: To refresh a browser screen, user the refresh button on your browser, or hit the F5 key (the refresh button shortcut).
To view your Service Order result files:

1. Select the Download Files option from the main menu.  This will display all available files.
2. Highlight the file that you want to view or download.
a. To view the file, hit the OPEN button

b. To download the file, hit the SAVE button and enter the file name.

3. If the file is not longer needed, hit the DELETE button after the time/date stamp on the file.

NOTE: When you are first registered to use the EFS, files stored in your EFS directory are automatically assigned two file attributes.  The first file attribute identifies how long the file will be stored on the EFS system before the file is compressed.  The second file attribute identified how many days the compressed file will be stored on the EFS system before it is deleted.
You may delete a file at any time.
Download the .err, .done and/or .sta files
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1. Click ‘Download Files’ in the menu on the left.

2. Your .done, .sta, or .err files will appear 
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3. Highlight the file you wish to either:

· download (Save) or 

· view (Open)
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MSAG Files

The EFS system provides you the capability of requesting MSAG download.  MSAG Extracts provide you two capabilities:

1. Create a profile – a shortcut method of listing communities within a state.  You may create more than one profile if you want communities from more than one state.

2. Download the MSAG data.

NOTE:  All MSAG data download to your system will be in a compressed (zipped) format and as with the other files it is best viewed in Wordpad.

Create MSAG Extract

When you click on the Create Extract, you will be presented with the states available for you.  You have the option of downloading the entire state, or any number of communities within a state.
NOTE:  If you need community data for more than one state, a separate profile must be created for each state.

To create a MSAG Extract profile:

1. Click on the State you want data for.

2. Click on Select by Community if you want one or more communities in the state.
a. A list of MSAG communities for the state will next appear.

b. Check all of the communities that you want in this profile.

c. If this is a one time request, Click Download MSAG for Communities button.

d. If this is data will be downloaded frequently, click the Save Communities to Profile button – this will allow you to use this profile again in future MSAG downloads.

NOTE:  When you save a profile, you can add a textual description for easy identification on future MSAG downloads.
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1. Select the State

2. Select the communities you would like in the Profile
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Download Profile
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MSAG File Format

	Field Name
	Size
	Notes



	Low House Number
	10
	Right Justified

	High House Number
	10
	Right Justified

	Odd/Even Indicator
	1
	O – Odd,

E – Even,

B – Both

	Prefix Directional
	2
	

	Street Name
	48
	

	Suffix Directional
	2
	

	Community Name
	32
	

	County
	4
	

	State Abbreviation
	2
	

	ESN
	4
	

	Exchange
	4
	

	Modification Date
	19
	Format: YYYY-MM-DD HH:MM:SS
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TN Query

Select TN Query from the menu and enter the TN you wish to view
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If the TN belongs to another Telco TN query will:

1. identify the Telco NENA ID and 

2. indicate whether or not the record is locked


MSAG Query



The best way to learn all the different ways you can use MSAG Query is to just experiment with the input areas with some of your addressing areas using the % wild card to become familiar with the application.
We hope you enjoy the many benefits of the EFS application in maintaining your customer records!
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Enter you ATTUID here

Leave this setting as Password

		The first time, enter your temporary Password.   You will be prompted for a “permanent” password.  

		Use your “permanent” password after the first time.
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