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About This Manual

Objective

This document isdesigned to be a self-training user guide for the AT&T Testing Environment
Staging Tool (TEST). The objective is to facilitate the user’s understanding of how to use TEST for
the Internet- based submission implementation and testing requests.

Audience

The AT&T Testing Environment Staging Tool User Training Guide is intended for Competitive
Local Exchange Carriers (CLECs) who order local exchange products and services, Wireless Service
Providers (WSPs) who are using local ordering systems for wireless local number portability
(WLNP) orders, and software vendors who provide OSS products and servicesto CLECs and WSPs
doing businessinthe AT&T Southeastregionand who are certified underthe Software Vendor
Process (SVP) program.

Wheneverthe word “customer” appears inthis guide it refersto CLECs, WSPs, and SVP vendors,
exceptwhenspecifically referencing “end user customers.”

How to Use This Guide

The AT&T Testing Environment Staging Tool User Training Guide contains screen shots of each screen
available to the end user in the application, and step-by-stepinstructions on how to fill out the fields
on each screen. The guide may be used both for initial training and as a follow-up reference tool. We
recommend that during initial training, the sections be studiedin the order given. The latest copy of
the TEST user guide can be found at https://clec.att.com/clec/hb/shell.cfm?section=2823&hb=507

TEST System Requirements

Hardware and Software Requirements

The following hardware and software are required for TEST Access: OS
with Microsoft® Windows 8 or higher,

Microsoft® Internet ExplorerVersion 10 or higher,

Monitor with screen area of 1024 x 768

Internet connection
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Browser Settings
For TEST usersto be able to click the ‘Back’ button withoutlosing data, the followingoptions
should be selectedin Microsoft® Internet Explorer:

Open Internet Explorer
From the toolbar, go to Tools € Internet Options
Clickon the Advanced tab

4. Scroll downto the Security section
5. Confirmthat the checkbox for “Do not save encrypted pages to disk”is unchecked

I—___

| General | Security I Privacy I Content | Connections | Programs | Advanced l

w

Settings

[] allow active content from CDs to run on My Computer® E|

[] allow active content to run in files on My Computer *

[ allow software to run or install even if the signature is invi

[ Blodk unsecured images with other mixed content

Chedk for publisher's certificate revocation

[ chedk for server certificate revocation™®

Chedk for signatures on downloaded programs

[] Do not save encrypted pages to disk

[] Empty Temparary Internet Files folder when browser is dt

Enable DOM Storage N

Enable Enhanced Protected Mode™

Enable Integrated Windows Authentication™

Enable native XMLHTTP support s
| [¥] Enable SmartScreen Filter | |j

F 10 3

*Takes effect after you restart your computer

m

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset
condition. —

You should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator,

[ 0K ] [ Cancel Apply
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Printing from TEST
Print Friendly Option

A Print Friendly Version option on all profile screens will enable the user to print out a text-
onlyversion of the screen. With this optionthe user can see all of the characters in
unrestricted comment fields. This optionis available only in ‘View’ mode after the profile
has been submitted. To access the PrintFriendly Version option use the “Print Friendly
Version” option hotlink at the top of the profile screens.

Printing directly from a Web page
If the userwants to print the full graphics webpage from TEST usingthe ‘File —Print’
process, for best results we recommend the following printer settings:

. Paper Size — Letter

. Page Orientation—Landscape

. Left Margin —0.75”

. Right Margin — 0.75”

. Top Margin —0.5”

. Bottom Margin — 0.5”
Passwords

(((

atat

The AT&T Testing Environment Staging Tool is a password-protected website. All authorized TEST

users withina company will have access to all of that company’s information stored inthe

application. Each CLEC/WSP/Vendorshould designate a System Administratoras a single point of

contact to request new passwords, changes, and deletions. To ensure security for sensitive

information, AT&T highly recommends that the CLEC/WSP/Vendor System Administratorissue

passwords only to those individuals with aneed to see and/or modify the informationinthe system.

To obtaina password, CLECs/WSPs/Vendors must do the following:

1. Selectan authorized System Administrator who will be the official contact with AT&T for

obtaining, deleting, and modifying passwords. NOTE: It is highly recommended that there be at

leastone backup administrator.

2. Download the AT&T Testing Environment Staging Tool User Access Request Form from the

AT&T Interface Implementation and Testing website:
https://clec.att.com/clec/hb/shell.cfm?section=2823&hb=507

3. Complete and re-save the document, and e-mail to your Wholesale Support Specialist. If you

are not certain who your Wholesale Support Specialist, e-mail the form to:
electronic.interfaces@att.com
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4. The Wholesale Support Specialist managerwill send the requested password(s) viae-mail to
the authorized CLEC/WSP/Vendorrepresentative. NOTE: Only the authorized CLEC, WSP, or
Vendor System Administratorand backup(s) may requestand receive copies of user names and
passwords from AT&T. Requests from unauthorized personnel will be rejected.

5. The first time a user logs in, TEST will ask the user to create a new password known only

to the user. Users will be instructed to create new password every 60 days.

6. TEST will not lock out a userfollowing password expiration; the system will simply wait until

the nextloginto request that the user change the password.

7. Users who forget their password may ask their Wholesale Support Manager to create a new

one, or they may send an e-mail requestinganew password to electronic.interfaces@att.com.

Users should include name, company name, and TEST User ID inthe e-mail. Wheneverthe TEST

Administrator creates a new password for a user, the user will be required to create another
new password after logging in with the Administrator-created password. AT&T reserves the
right to request verification of user privileges with the customer’s System Administratorbefore
re-creatinga password.

Password Protocol
The following password protocol must be followed:

L 0 N O U ok~ W NP

[
= O

12.

13.

The password cannot be empty

The password must have at least 8 characters

The password cannot have more than 15 characters

The password must contain at leastone Upper Case Alpha character (letter)

The password must contain at leastone Lower Case Alphacharacter (letter)

The password must contain at least one special character among (! @#5%"&()-_[1{},<>./?| )
The password must contain at least 1 numeric character.

Notification of pending password expiration will be given.

Users may not reuse any of their last 5 passwords

. If a user’s password has expired, the user will be allowed to login and change the password.

. The BIRT Administrator will review the list of users whose passwords have been expiredfor an

extended period of time and will check with the work group supervisorto confirm that the user
is still authorized to use BIRT.

Internal primary contacts should notify CVT Electroniclnterfaces electronic.interfaces@att.com
if any of theiruser IDs/passwords needsto be deleted fromthe system.

If an administrative userforgets the password and needs to reset, the user should contact CVT
Electroniclnterfaces electronic.interfaces@att.com.
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Tips for Creating Secure Passwords
To make it harder for anyone to “crack” your password, here are some suggestions forhow to create a
more secure password.

1. Do not choose atrivial password that is easy to guess, such as one based on your name, family,
occupation, pet’s name, birthday, address, or other personal characteristic.

Don’t use any of the above spelled backward.

Use a seemingly randomselection of letters, numbers, and characters.

Do not use your User ID as your password.

Do not use a word found indictionaries, spellinglists, etc.

Do not use keyboard sequences such as ‘asdfghj’

Do not use a sample password obtained from a website, book, or other source.

Do not write your password down and store it in an accessible place.

© © N O VA WwN

Combine upper and lowercase lettersin the password.

Some suggestions:

Use the first letters (along with numbers and special characters) of the title or a phrase from a song,
book, proverb, etc. Forexample:

4cb2td!Ab@7y6ec (4 callingbirds 2 turtledoves!) [Max 15 characters]

Create your own special phrase and use the first letters/numbers/characters:

WH1?w#1! (Who's #1? We’re #1!) [Min 08 characters]

Create a phrase, use the first letters of each word, and insert random numbers and characters:

Phrase: My dog has fleas
Mnemonic: Mdhf
Insert numbers/characters: M2dh*flat4d [08 to 15 characters]

There are many websites that give excellent suggestions for creating strong passwords. Using any
search engine, enter ‘password suggestions’ or ‘strong passwords’ or any similarsearch request.

Changing Passwords
To change the password, click on the “Change Password” button on the main page toolbar.
The following pop-up screen will appear:
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N’ - u _ > World-Class Performance,
| — atat TestingEnvironmentStagingTool Proven Predictability
Click here to visit the Testing Environment Implementation and Testing Home Page
Change Password Forget Password? Have & Question?
User Name

0ld Password

New Password

Re-enter New Password

Change Password

© 2002 - 2006 ATAT Knowledge Ventures. All Rights Reserved. Legal Notices & Privacy Policy

Change Password Screen If a user forgets his/her password and must ask AT&T to create a
new password, the new password created by AT&T will be a temporary password. After
the user logsin with this password the change password screen will appear, and the user
will have to entera new password. This ensuresthat no one exceptthe user knows the
password.

Access to TEST

Access Via AT&T Interface Implementation and Testing Home Page:

1 On the Internet, go to the AT&T Interface Implementation and Testing Home
Page, at URL https://clec.att.com/clec/hb/shell.cfm?section=2822&hb=507

2 Clickon “Testing Environment Staging Tool”
Page9 of 18
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Handbook for AL, FL, GA, KY, LA, MS, NC, SC, TN

Testing Home Page

At AT&T, we know that testing is an integral step to ensuring the success of our customer's new zoftware/product
implementations.

Through our mutual testing exercises, we work together with Competitive Local Exchange Carriers (CLECs), Wireless
Service Providers (WSF), and Software Wendors deploying new interfaces to verify connectivity of our respective
applications, compliance with the applicable standards, successful exchange of ordering/pre-ordering transactions, and
understanding of basic ordering principles.

Cur testing process supports CLECs/WSPs/Vendors with existing interfaces who wish to test AT&T pre-release
functionality, or perform regression testing against the ATAT systems due to changes within their own interfaces. In
addition, the process also supports software vendors applying for AT&T approved certification on a particular interface,
product, or releaze.

This web =ite iz focused on electronic interface testing and implementation, and as such contains information pertinent to
thesze and other related activities.

L5

* Toolz and Processzes

Tools and Processes

IE‘ Testing Environment Staging Tool (TEST)

Formerly BIRT

IE‘ Software Vendor Frocess and Test Case Catalog

Support, Contacts, and Details
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System Log-In Page

Login Process

The first page of the TEST website isthe login page. To log on to the systemdo the following:
Type in the assigned user name; user IDs are not case sensitive Type inthe assigned password;
passwords are case sensitive Click the “Login Here” button or click “Enter” on your keyboard

2% Werld-Clas Porfarmance,

s i
& atat TestingEnvironmentStagingTool Proven Prodictabitiy

Chclk here bo regeusi
Login Page Forpet Passaord! Haes A Oussnon! He=— resal ol lergotlan

passWword of ask
uUEsBang

Enier assigned used

mame harg -_-_'_“—-—-—-____,________-_‘
User Mame

Password e | thiler pa st R

Click heve aftar

enbaTing ussr nama
S il _'_'__—'—-—-___________.‘ Login Here

QD 2002 - 2006 ATET Knowledge Yentures. All Rights Reserved, Legsl Mobices & Povacy Policy
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TEST User Main Page
From the TEST user main page the user has access to the Company Profile and Test Requests

Profile Deletion

AT&T cannot retrieve or re-create TEST profiles afterthey have been deleted. Due to the
potential problems that could arise if profiles are deletedin error, only a limited number of
AT&T TEST Administrative Users are authorized to delete TEST profiles. Customers are not
authorized to delete profiles. CLECs/WSPs/Vendors are responsible forensuring that profile
deletionrequests have been reviewed and confirmed prior to requesting action from the AT&T
TEST Administrator. AT&T does not accept responsibility fordeletions requestedinerror.

When requesting profile deletions, CLECs/WSPs/Vendors mustinclude the profile type, name,
and number of each profile to be deleted. All requests must be in writing (e-mail); AT&T will
not accept verbal requests for profile deletions. If anyone otherthan the primary contact
person requests a profile deletion, AT&T reservesthe right to confirm with the primary contact
that the person requestingthe deletionisauthorizedto do so.

The Company Profile section stores general information about the
CLEC/WSP/Vendor, includingcompany name and address.

View
The user selects one of two page views: View only those records created by the viewer
(determined by UserID and Password) View all records associated with the viewer’s company

View List of TEST User IDs

Only the primary contact person listed in the Company Profile will see this hotlink. Upon
clicking the hotlink the primary contact person will see alist of all users with TEST IDs to
access profiles forthis company.

Test Requests
In the Test Requestssection, the user may create individual test requests:

a. ID — system-assigned IDfor each individual testrequest

b. Name — the name givento theindividual test request
c. Status — indicates where the test requestis in the testing process
d. Date Modified — indicates the date the test request was enteredinto the system

e. Action - icons match Action Icon Legend; user indicates which action he/she wants
to take (view, modify, save as, view history)

NOTE: All fields marked with an asterisk are required fields and must be populatedto
successfully submitthe profile or test request. If any items or fields are missing the TEST
systemwill return an error message stating which data elements are missingor required.
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Profile Modification Notice

Whenevera user clicks the “modify” button to modify any profile, ascreen will pop up that
gives the name of the last person to modify this profile, and the date and time the screen was
modified. NOTE: The time shown on this screenis always Central Time.

Microsoft Internet Explorer

2

This profile wos last accosoed in Modify

By: LITTLE-MOMSTER DG
Ony 07-19-2007 at 16:11:41:ECT

Da you want tc continue?

Ik Cancel

In TEST, itis possible for more than one user to access a profile simultaneously. Although
this isnota common occurrence, it is critical that users who are modifying the profile be
aware when thisdoes happen. If two users are modifyinga profile simultaneously, the new
informationin the profile that is submitted first will be deleted when the second user clicks
“submit.”

By reviewingthis pop-up screen prior to modifyingthe profile the user will know when the
profile was last accessed for modification. If the screen indicates that someone has recently
accessed the profile within atime that may indicate that the first useris still usingthe profile,
the second user should check the profile history logto confirm that the first user has
completed the modifications before openingthe profile

Company Profile

The Company Profile includes general information about the CLEC/ WSP/ Vendor
(“company”). This profile will also be usedin conjunction with any system profiles created
by the individual company. A Company Profile must be created in TEST before any System
Profile or Test Request may be created. The Company Profile should be created/modified
whenthe company wants to:

. Use TEST for the first time

. Modify company information

. Establisha new interface using LAN physical or dedicated internet connectivity
. Add/change IP addresses

. Configure LAN settings
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Create a New Company Profile
The first time a company logs on to TEST the Company Profile section of the Welcome Screen
will have “Create Company Profile” as an optionin the top right-hand corner of the screen.

1. Logonto TEST

2. Inthe Company Profile frame on the home page click on ‘Create Company Profile’
3. Make the necessary entriesto the Company Profile form

4. Clickthe “Create Profile” button

Modify an Existing Company Profile

To modify an existing Company Profile, the company should
1. LogontoTEST

In the Company Profile frame on the home page, click on “Modify”

2.
3. Make the necessary changes to the Company Profile form— see next page
4. Clickthe ‘Modify Profile’ button

Hold Status
If you want to save a profile temporarilyin ‘hold’ status thus bypassing system edits and e-
mail notifications:

e Profile name and Profile Effective Date fields must be populated to save a profile
in Hold Status

» Select‘Hold’ from the Profile Status box at the top of the page

* The status will be marked ‘Hold’ on the main page and the profile will be available
for completion letter.

« Any user withauthorized access to the company’s TEST screens may complete and
submita held file.

Microsoft Internet Explorer

-ﬁ By selecting "Hold" for the "Profile State!, this profile will anly undergo minimal validations, This profile will not be processed
v by A7&T, In order to have the profile processed by ATET, the form must be completed and submitted with a "Profile Status
of "Pending Review",

oK

When a userselectsthe ‘hold’ box on any profile screen, the following message will
appear
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This message indicates that no validations will be performed on the profile whileitis in
‘hold’ status, and the profile will not be submitted to the AT&T managers for review.

. Afterclick “OK”, the user must also click ‘submit’ at the bottom of the profile
screen. If the user does not click ‘submit’ the information on the profile will not be
placed on hold and the data will be lost when the userlogs off the system.

. The “Thank You For Your Submission” screen (see Successful Submission of
Profiles section) indicates to the userthat the profile has been saved and the data can
be retrieved at a latertime.

Submitting a Completed Form
When you have completed the form and are ready to submititvia TEST to AT&T for review,
click ‘Create Profile’ (if new) or ‘Modify Profile’ (if updating).

If you are creating a new profile the following message box will appear:

atat

Microsoft Internet Explorer @

9 You are about to submit this form, Flease verify all enfries prior to submission, Pressing OK will submit this form to ATET. To
‘-—'.'/ review your data, or make additional changes, press Cancel to return fa the farm.

(

K, ‘ Cancel ‘

Error Log — Company Profile
Afterthe user clicks the ‘submit’ button, TEST does an error check for missingfield entries or
fields that contain illegal characters. If errors are found, the user will see a screen containing

the error log for the Company Profile
Click ‘Create Profile’ or ‘Modify Profile’
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Procedure for Error Correction

Review the list of errors
Complete the missing fields and make other corrections as needed

If everythingis correct and you want to submitthe changes click ‘Yes’.

If there are errors or if you want to make additional modifications click ‘No’ to return
to the profile screen.

5. After the profile is successfully submitted, the user will see the “Thank you for your
submission” screen. If this screen does not appear, the profile was not successfully

saved in TEST. Return to the profile and re- submit.

Eal S

Change Verification Screen
Afterall errors are corrected, or if there are no errors, the change verification screen will

appear.

|  mainmens | changepassword |  feedback | request deletions

> World-Class Performance,
Proven Predictability

A’
\-E"-':-/ atat TestingEnvironmentStagingTool

Company Profile Change Verification Page
Company Name: Monster Telephone

TEST Company 1D: MNSTR

Record ID: 428

Status: Hold

Date Created: 07-19-2007 11:17:50

Date Last Modified: 07-20-2007 09:28:30

Log of Fields Changed in Company Profile |

Field 0Old Yalue New Value
General Information - Status Code Hold Pending Review
Contact List - Name #5 Little-Monster Dog
Contact List - Role/Title #5 Corn Dog
Contact List - Phone #5 9995559999
Contact List - Extension #5 123
Contact List - Email #5 little-monster.dog@maonstertel.com
Contact List - Copy on TEST Emails for This Form #5 N ¥
Contact List - Copy on All TEST Emails £5 N ¥

Do you want to save? | Yes || No

@ 2002 - 2006 AT&T Knowledge Ventures, All Rights Reserved. Leqgal Notices & Privacy Policy

Figure 23 — Company Profile Change Verification Page and E-Mail Notification
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Process

1. CLEC/WSP/Vendorenters appropriate information, then clicks the ‘Submit’ button.
2. Afterthe Company Profile is submitted and passes all on-line verifications, the profile will
be placedin ‘Pending Review’ status.
3. When AT&T beginsthe review process, the status will be changed to ‘Under Review’.
4. If AT&T determinesthata planning meetingis needed, the customer will be notified.
5. If additional informationis needed, the status will be changed to ‘Clarification’.
a. Customer will modify the appropriate sectionin TEST and re-submit
6. If allinformationis correct as submitted, AT&T will change the status to ‘Review

Complete’ and thento ‘Final’.

TEST Revision Requests

A TEST Revision Request Form (Microsoft® Word format) is available on the TEST page of the
AT&T Interface Implementation and Testing website
(https://clec.att.com/clec/hb/shell.cfm?section=2823&hb=507). CLECs, WSPs, and SVP Vendors
should use thisdocument to requestrevisionsto eitherthe TEST documentation or the TEST
systemitself. After completing this document CLECs/WSPs/SVP Vendors should email it to
the Electronic Interfaces email box (Electronic.Interfaces@att.com) as noted on the form.
Please note that TEST is not included inthe AT&T Change Management Process (CMP).

CMP will not accept any requests for changes or enhancements to TEST.

A list of pendingand completed enhancementsto the TEST system is also available on the
AT&T Interface Implementation and Testing website
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Version Issue Date Revision
1.0 n/a Initial release
1.1 11/18/02 Deleted error log section; replaced with
individual errorlog screen views for
TAG/EDI/LENS System Profiles and Test
Dacriiione 2 Dvenfiln £nvinne
2.0 3/17/03 Added EDI, LENS, XML Details
2.2 8/22/03 New URL Location
2.3 8/30/03 Added LENS ID section
3.0 11/26/03 History Log detailsadded
3.1 1/15/04 New Password Protocols
4.0 4/30/04 Update to entire document-
corrections, additional details etc.
4.1 7/22/04 Hold Details added
4.2 10/11/04 Create test requestdetails added
4.3 12/16/04 Profiles section updated
5.0 7/31/07 Changed BIRT to TEST and BellSouth
references changedto ATT
6.0 8/12/12 Entire revision to simplify and update
document. Referencesto EDI, LENS and
TAG removed
7.0 04/03/18 Anupam Chourasia —ac652m
Updated rules for password
Replaced contact Debby Feirwith CVT mailbox
email ID
Performed spell and grammar check
Updated Test Homepage and link
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